
 

Cyphlens MFA - Okta Integration 
 

Pre-requisite: before adding Cyphlens MFA to Okta, your business needs 
to be onboarded in Cyphlens.  
 
Provide the Tenant ID to Cyphlens.  
You can find your Tenant ID by Navigating to User Profile. Write down the Organization 
Domain information. 
 

 
 

Contact the Cyphlens Team [info@cyphlens.com] and request to onboard your business in 
Cyphlens. Provide an email address to be added as Business Admin and the Tenant ID from the 
previous step. After onboarding, Cyphlens will provide access to your dedicated Business 
Dashboard. 

 
Once you have onboarded in Cyphlens, please follow the steps below in order to add Cyphlens 
MFA to your Okta login flow. 
 
 

mailto:info@cyphlens.com


 
Configure Cyphlens an Identity Provider in Okta 

1.​ Log into your Cyphlens Business Dashboard in order to find you API Key / 
Client ID and API Secret / Client Secret​
 

2.​ Configure Cyphlens MFA as an Identity Provider in Okta 
a.​ Log into your Okta admin account portal and go to Security → Identity 

Providers → Add Identity Provider (see screenshot below) 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
b.​ Choose OpenId Connect IdP and click Next (see screenshot below) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
c.​ Fill-in the Configuration details (see screenshot below) 

i.​ In Name enter the name as Cyphlens MFA 
ii.​ Select IdP Usage as Factor only 
iii.​ In Name enter openid email 
iv.​ In Client ID enter the API Key / Client ID from step 1 
v.​ Choose Authentication type as Client secret 

vi.​ In Client Secret enter the API Secret / Client Secret from 
step 1 

vii.​ Check Enable signed requests  
viii.​ Choose Algorithm as HS256 
ix.​ Check Require PKCE as additional verification  
x.​ In Issuer URL enter  

1.​ For Sandbox: https://api.sandbox.cyphme.com/sso/v1 
2.​ For Production: https://api.prod.cyphme.com/sso/v1 

xi.​ In Authorization Endpoint enter 
1.​ For Sandbox: 

https://api.sandbox.cyphme.com/sso/v1/ok/author
ize 

2.​ For Production: 
https://api.prod.cyphme.com/sso/v1/ok/authorize 

xii.​ In Token Endpoint enter  
1.​ For Sandbox: 

https://api.sandbox.cyphme.com/sso/v1/ok/token 
2.​ For Production: 

https://api.prod.cyphme.com/sso/v1/ok/token 
xiii.​ In JWKS Endpoint enter  

1.​ For Sandbox: 
https://api.sandbox.cyphme.com/sso/v1/ok/jwks 

2.​ For Production: 
https://api.prod.cyphme.com/sso/v1/ok/jwks 

xiv.​ Click SAVE. 
 



 

 
 

 
 
 



 
Configure IdP Authenticator in Okta 

1.​ Go to Security → Authenticators and click on Add Authenticator (see 
screenshot below) 

 
 

2.​ Choose IdP Authenticator and click on Add (see screenshot below) 

 



 
 

3.​ Fill the Idp Authenticator details (see screenshot below) 
a.​ Select Identity provider configured in step 2.  
b.​ In Authenticator name enter Cyphlens 2FA Factor  
c.​ Upload Authenticator Logo (Optional) 
d.​ Click SAVE. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Configure Authentication Policy in Okta 

1.​ Go to Security → Authentication Policies and click on Add a policy (see 
screenshot below) 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
2.​ Fill the Authentication Policy details (see screenshot below) 

a.​ In Name enter the name as Cyphlens 2FA Policy 
b.​ Enter Description (Optional) 
c.​ Click SAVE. 

 

 
 

3.​ Go to Rules tab, for the Catch-all Rule, click on Actions → Edit (see screenshots 
below) 

a.​ Scroll to THEN 
b.​ For Possession factor constraints are check Require user 

interaction  
c.​ For Authentication methods  

i.​ Check Require user interaction  
ii.​ Select Idp Authenticator - Cyphlens 2FA Factor  

d.​ Click SAVE. 
 



 

 

 
 
 
 
 
 
 



 
4.​ Go to Applications tab. Click on Add app (see screenshot below) 

 
 

5.​ In the following we will assume that the Salesforce application is the one using the 
Cyphlens MFA for their Okta login (see screenshot below) 

a.​ Click Add next to Salesforce application 
b.​ Click DONE. 

 



 
Test Cyphlens MFA With Okta 

1.​ Complete the steps above to configure Cyphlens MFA with Okta 
2.​ Have you users download the Cyphlens mobile app 
3.​ Have your users signup in the mobile app 
4.​ After the username + password screen users will be prompted to Enroll Cyphlens 

MFA 
a.​ Click Set up under Cyphlens 2FA Factor (see screenshot below) 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

b.​ Click Enroll (see screenshot below) 
 

 
 

c.​ You will be prompted with Cyphlens MFA. Verify with the Cyphlens mobile app. 
 
NOTE: After Successful enrollment, you will be asked only to verify from next time onwards. 
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