
 

Cyphlens MFA - Microsoft Entra ID Integration 

 

Pre-requisite: before adding Cyphlens MFA to Entra ID, your business needs to be 
onboarded on Cyphlens.  
 
Provide the Tenant ID to Cyphlens.  
You can find your Tenant ID by Navigating to Entra ID → Overview. Write down the Tenant ID 
information. 

 
 
Contact the Cyphlens Team [info@cyphlens.com] and request to onboard your business in Cyphlens. Provide 
an email address to be added as Business Admin and the Tenant ID from the previous step. After onboarding, 
Cyphlens will provide access to your dedicated Business Dashboard. 

 
Once you have onboarded in Cyphlens, please follow the steps below in order to add Cyphlens MFA to your 
Entra login flow. 
 

mailto:info@cyphlens.com


 
Add Cyphlens MFA to Entra ID Login Flow 

1.​ Log into your Cyphlens Business Dashboard in order to find you API Key / Client ID​
 

2.​ Configure Cyphlens MFA as an External Authentication Method (EAM) in Entra ID​
 

a.​ Log into your Entra ID admin account portal and go to Authentication Methods → Add 
external method (see screenshot below)​

 
 
NOTE: If the Add external method is greyed out, you might need a Microsoft P1 or P2 license. 
 

b.​ Fill-in the Method Properties (see screenshot below) 
i.​ In Name enter the name of the external method such as Cyphlens MFA 
ii.​ In Client ID enter the API Key / Client ID from step 1 
iii.​ In Discovery Endpoint enter  

1.​ For Sandbox: 
https://api.sandbox.cyphme.com/sso/v1/en/.well-known/openi
d-configuration 

2.​ For Production: 
https://api.prod.cyphme.com/sso/v1/en/.well-known/openid-c
onfiguration 

iv.​ In App ID enter the ID of your application in Entra for which you want to apply the 
Cyphlens MFA 

https://api.cyphme.com/sso/v1/en/.well-known/openid-configuration
https://api.cyphme.com/sso/v1/en/.well-known/openid-configuration


 
v.​ Enable this external method and provide Admin consent 

vi.​ Under the Include tab you must add the group of users that should be required to go 
through the Cyphlens MFA when logging in 

vii.​ Under the Exclude tab you can exempt some users from the Cyphlens MFA (optional) 
viii.​ Click on SAVE to finish. 

 
 
NOTE: Once you have successfully created an EAM, it will appear under Authentication Methods 
Policies as a Method in the External group tab as shown below. 



 
Add a Redirect URL To Your Application Using Cyphlens MFA 
​
Microsoft Entra ID expects a redirect URL to be configured for those applications using an External 
Authentication Method (EAM). 
 
In the following we will assume that the Salesforce application is the one using the Cyphlens MFA for their 
Entra ID login. 
 

1.​ Go to App Registrations → Salesforce and select Authentication on the left menu, then 
click on Add Redirect URI and select Web as Platform Type 

2.​ In the Redirect URI field enter one of the following URLs and then click on Configure 
a.​ For Sandbox: https://api.sandbox.cyphme.com/sso/v1/en/authorize 
b.​ For Production: https://api.prod.cyphme.com/sso/v1/en/authorize​

 
Once you have added the redirect URL, it will appear in the Redirect URI configuration tab under Web as 
shown below. 
 
 
NOTE: You can find more information about redirect URLs at the following link: 
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-external-method-provider
#configure-a-new-external-authentication-provider-with-microsoft-entra-id 

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-external-method-provider#configure-a-new-external-authentication-provider-with-microsoft-entra-id
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-external-method-provider#configure-a-new-external-authentication-provider-with-microsoft-entra-id


 

 

Allow Cyphlens to Read User Email Addresses 
In order to identify a user, Cyphlens reads the email address contained in the property User.mail which is 
accessible via the Microsoft Graph API.  
 
For Cyphlens to access the required field, admin consent needs to be granted via the following URL: 
https://login.microsoftonline.com/{tenant_id}/adminconsent?client_id=211df161-69
b7-477c-a009-450441f9339d 
 
Where client_id should be left as is, while tenant_id should match your Tenant ID as specified in the 
initial step. 
 
NOTE: If you want to know more about providing admin consent for multi-tenant applications, follow the link 
below: https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/grant-admin-consent 

Enforce Cyphlens MFA In Entra ID 
There are some situations where, by default, Entra ID will fall-back to Microsoft Authenticator for 2FA. In order 
to enforce the use of Cyphlens MFA during an SSO login session, we must do the following: 
 

1.​ Navigate to Entra ID → Overview → Properties​
 

a.​ Turn off the Security Defaults. 

https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/grant-admin-consent?pivots=portal#construct-the-url-for-granting-tenant-wide-admin-consent


 

​
NOTE: Microsoft will automatically create default conditional access polices which can be found under Entra 
ID → Conditional Access → Polices 
 
 

2.​ Navigate to Entra ID → Conditional Access → Create new policy  and fill out the form as 
follows: 

a.​ Under Name enter a clear policy name like Enforce Cyphlens MFA Policy 

 
 



 
b.​ Under Assignments → Users choose to include either All users or Select users 

and groups   to specify specific users 
 

 
 

c.​ Under Assignments → Target resources, select the apps to which this policy should 
apply. As an example, here we have used Salesforce 

 

 
 
 



 
d.​ Under Access Control → Grant 

i.​ Select on the right panel  Grant access and check Require multifactor 
authentication 

ii.​ In the For multiple controls section, select Require all selected 
controls 

e.​ Under Enable policy , select On and click on Save      
 

 
 

3.​ Navigate to Entra ID → Authentication methods → Settings   
a.​ Make sure that under System-preferred multifactor authentication 

i.​ State is set to  Microsoft managed 
ii.​ Users and groups selected for conditional access policy are not present under the 

Exclude tab 
 

(OPTIONAL) Use a Different Email Address For Cyphlens MFA 
If you want to configure a user account to use a different email address for Cyphlens MFA different from the 
one configured as their SSO email address, you can do so by changing the value of the Email field in the 
User Properties page of that user (see screenshot below). 
 



 

 
NOTE: This email address needs to match the email address used in Cyphlens for that business user. 
 

Test Cyphlens MFA With Entra ID 
1.​ Complete the steps above to configure Cyphlens MFA with Entra ID 
2.​ Have you users download the Cyphlens mobile app 
3.​ Have your users signup in the mobile app 
4.​ After the username + password screen users will be prompted with the Cyphlens MFA 
5.​ Have fun! 
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