
Cyphlens 2FA Setup Instructions 

IN THIS DOCUMENT WE DESCRIBE HOW TO CONFIGURE CYPHLENS 2FA FOR LOGIN IN A 
WINDOWS SERVER 2016. 

Group Policy Settings for Cyphlens 2FA	

Group Policy is an easy way to configure Cyphlens 2FA and enforce 2FA for users. Windows  Server 2016 

offers a Group Policy Management Console (GPMC) to manage and configure Group Policy settings. 

Step 1- Log into the domain controller as an administrator 

A standard domain user account is not in the local Administrators group and will not have the proper 

permissions to configure Group Policies. 

Step 2 - Save the Cyphlens 2FA executable 

Save the executable provided by Cyphlens in the appropriate folder. For example, we used:  
C:\Windows\SYSVOL\sysvol\<domain_name>\scripts\ 

Step 3 - Launch the Group Policy Management Tool 

Select: Start > All Programs > Administrative Tools > Group Policy Management 

Step 4 - Navigate to the desired OU 

A group policy can be applied at domain level, OU level or at a site level. Navigate the forest to the default 

domain policies. 

Step 5 - Edit the Group Policy 

Right click on the desired GPO to edit the group policy settings. The Group Policy Management Console 

opens. Every GPO has two basic configurations : 

1. Computer configuration (applies to computers) 

2. User configuration (applies to user accounts) 

Step 6 – Update the startup script using SYSVOL folder 

The SYSVOL folders provides a default Active Directory location for files that must be replicated 

throughout a domain, including Group Policy Objects (GPOs), Startup and Shutdown scripts, and Logon 

and Logoff scripts. 

Go to: Group Policy > User Configuration > Policies > Windows Settings > scripts (Logon/
Logoff) 



 

Open the Logon properties: 

	

Click on the Add button and then select the provided Cyphlens EXE file in the SYSVOL folder: 



 

Step 7 — Update scripts options 

Go to:  Group Policy > User Configuration > Policies > Administrative Templates > System > 
Scripts 

Enable the following options: 

• Run logon scripts synchronously 

• Display instructions in logon scripts as they run 

  

Step 8 — Bypassing IE first-launch configuration 

For new users, IE shows a configuration screen the first time it is opened. In order to avoid this first 

configuration to interfere with the 2FA prompt, we modify the policy to disable the IE first-run wizard. 

Go to:  Group Policy > Computer Configuration > Policies > Administrative Templates > 
Windows Components > Internet Explorer 



Follow these steps: 

1. Open Prevent Running First Run Wizard  

2. Set the policy to Enabled  

3. Select either [Go directly to “Welcome To UE” page] or [Go directly to home page]   

	

Step 9 — Configure Active Directory User’s Email Address 

Make sure that for your users, their email address is correctly configured in Server Manager. 

1. Open the Active Directory Users and Computers list by going to: Tools > Active Directory Users 
and Computers;	



2. Expand the tree under the corresponding domain and select the Users folder, then select a user from 

the list and in the General tab populate the E-mail field if not populated.  

Step 10 (optional) — Exclude a specific group of users or a user from Cyphlens 2FA 

In order to exclude a specific group of users from the Cyphlens 2FA group policy, follow these steps: 

1. Open the Group Policy Management (GPM) by going to: Tools > Group Policy Management; 

 



2. Expand the tree under the corresponding domain and open the Cyphlens 2FA policy object (this is the 

name we gave to the Cyphlens 2FA group policy on our server when we created it) and select the 

Delegation tab; 

 

3. Click on the Advanced button on the bottom right; 

4. In the new dialog window click on the Add button to add the user or group that you would like to 

exclude from the Cyphlens 2FA policy (in our example is the Administrator); 

 

5. In the Permissions list the Read permission is allowed by default. Leave it as is. Scroll down to the  

Apply group policy permission and check the box Deny. Click Apply and OK. If a warning message 

appears, click on Yes to dismiss it; 

6. We have successfully excluded the Administrator from the Cyphlens 2FA policy 



 

Step 11 — Enable Group Policy 

In order for the Cyphlens 2FA group policy to be in effect, we need to trigger a policy update from 

terminal. 

In the terminal window execute the command gpupdate /force .	

Step 12 — Whitelist the Cyphlens EXE file with Microsoft Defender 

Microsoft Defender or any other Antivirus software may consider the Cyphlens EXE as suspicious and 

put it in quarantine. If this happens, the Cyphlens 2FA policy will not be triggered and users will be able to 

access the server without any 2FA taking place. 

In order to prevent this issue we need to whitelist the Cyphlens EXE file. The following steps whitelist the 

Cyphlens EXE file with Microsoft Defender: 

1. Go to:  Start > Settings > Update & Security > Windows Security > Virus & Threat 
Protection 



2. Under Virus & Threat Protection Settings  select  Manage Settings and under Exclusions  select  

Add or Remove Exclusions  

3. Add the Cyphlens 2FA EXE file to the exclusions list


